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CYBER
SECURITY
SOLUTION

State of the Art Enterprise Solutions for
IT Security Professionals in Asia

Our Website: www.logon-int.com



Your Trusted Cyber
Security Partner in Asia

Since 1993, LOGON has provided security products,
technical support, consulting and training services to
organizations from all vertical industries in Asia.

Our cybersecurity software solutions and managed
services help prevent malicious attacks and loss of
sensitive information and building strong security
practices.

30+ Years 1,000+ Trusts 130+ Partners
Since 1993. Organizations from Direct Global Partnership
6 Local Offices. varies vertical industries with Award winning
Trained Certified Staffs. in Asia Cybersecurity Vendors.




OUR SERVICES

Best Practices Consulting Implementation Services
Our experts rely on tested We accelerate Time-To-Value by
methods and help organizations in delivering high-quality

Asia find the answers they need to implementations to meet
optimize their cybersecurity customer priorities and processes.
posture.

Pre and Post Sales Services Training Services

Our experienced support team Delivered by trained and

responds promptly to queries and experienced specialists, enable your
delivers scheduled health checks team to learn the skills and tools

SO you gain maximum benefits needed to become productive and

from our solutions. implement best practices.
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Identity & Access Management

Network & Infrastructure Security

Endpoint & Device Security

IT Asset Management

Application Security

Data Security

Cloud Security

External Attack Surface
Management

Security Operations & Incident
Management



Identity & Access
Management
Solution

Secure your IT environment by

ensuring the right people or systems can
access the right data or applications
while keeping unauthorized users out

Contact Sales



https://logon-int.com/iam/
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Key Trends 2025

Identity & Access Management

Enhanced Access
Control for Remote
Computing
Organizations should adopt
MFA, zero-standing
privileges, and zero-trust
architecture.

Secure
Development of
Applicationsand ——

APIs

To ensure smooth
integration of zero-
trust principles
throughout the
application lifecycle.

Ongoing IAM
Maintenance in Hybrid
and Multicloud

Environments

Integrate identity governance
and privileged access
management (PAM) for
consistent identity management
in a flexible multicloud IAM
framework.

t Evolving IGA for

privileged users.

Focus on
Secrets, Keys,
— and Machine
Identities

User Experience is
Crucial for Secure
Digital Business
Strategies should unify
external user experiences
and apply a zero-trust
approach to protect
customer data for remote
‘ Managing identities
for robotic process
automation (RPA) is

also essential.

Decentralized
Architectures
Implement a standards-
based identity fabric to
help manage access
across diverse
environments and improve
policy orchestration.

**Source: Gartner



What We Offer

Identity and Access
Management (IAM)

Privileged Access
Management (PAM)

Identity
Verification

e User Provisioning
and Deprovisioning
Access Control
Policies

Single Sign-0On (SSO)

Self-Service
Password Reset
(SSPR)

e Password Policy
Enforcement

Secure Credential
Storage

Access Control &
Policies
Just-in-Time Access
Automated
Password Rotation

Authentication

User Credential
Management
Public Key
Infrastructure (PKI)
Biometric
Adaptive
Authentication

e Document
Verification
Real-Time Identity
Checks
Compliance with
Regulations
Fraud Detection
Mechanisms

Multi-Factor
Authentication
(MFA)
e Push Notifications
e Time-Based One-
Time Passwords
(ToTp)
Backup
Authentication
Methods




®§® Network

Network & Infrastucture
Security Solution

Protect your Network, Systems, and Data from
unauthorized access, misuse, and destruction.

Ensure both hardware and software components
are secure.

Contact our Solution specialist today

for our full Network & Infrastructure Contact Sales

Security Solution Discovery.



https://logon-int.com/network/

®§® Network
"Main"Network'Security Threats®

DDoS Attacks Man-in-the-
56% Yo rise in the total Middle attacks
number of DDoS attacks Losses from MitM attacks

Wlt.h the largest attack on small businesses

peaking at a record 2 Tbps. average $55,000

Botnets
Malware A spike in bad bot
5.6 billion attempted traffic (34.2%),

due to decreased
human activity

during the holidays

in December 2023.

malware attacks
globally in 2023

SQL Injection Phishing and
Attacks Social Engineering
SQL Injection is the most 59% of organizations globally
diverse and dangerous attack, experienced a ransomware
as itis ranked #1by OWASP. attack in 2024

Strengthen your Network Protection
against the increasing sophisticated and complicated threats

-~




®§® Network

What We Offer

DDoS Protection & Mitigation
e Advanced Threat Mitigation
e Automated Response Mechanism & Real-Time Traffic Analysis
o Networks, Servers, & Data Centers Protection

Network Firewall (Next-Gen Firewalls)
e Built-in Intrusion Prevention Systems
e SSL Inspection

Intrusion Detection System/
Intrusion Prevention System (IPS/IDS)

e Automated Response & Real-Time Monitoring
e Deep Packet Inspection & Traffic Analysis

Email Security

e Advanced Spam Filtering

¢ Phishing Protection

e Email Attachment Scanning for Malware
e Email Communication Encryption

Network Management Software (NMS)
¢ Network Performance Monitoring
¢ Network Device Configuration Management

Network Access Control (NAC)
e Device Authentication
e Network Guest Access Management
e Endpoint Visibility



®§® Network

What We Offer

Log Monitoring

e Centralized Log Collection
e Real-Time Analysis

e Compliance Reporting

¢ Incident Response

Malware Detection & Analysis
¢ Real-Time Scanning & Behavioral Analysis
¢ Threat Intelligence Integration to enhance detection capabilities
e Automated tools for isolating and removing malware from infected
systems.




Endpoint &
Device Security
Solution

Protect Your Data and
Minimize the risk of breaches

Available on-premise or cloud-based models,
depending on your needs.

Contact our Solution specialist today
for our full Endpoint & Device Security Contact Sales
Solution Discovery.


https://logon-int.com/endpoint-security/

Threat Landscape in APAC
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SolarWinds Sunburst Supply Chain Attack, 2019
This sophisticated attack targeted SolarwWinds software, by gaining
access through compromised software updates, leading to
widespread data breaches and significant security vulnerabilities.

Kaseya VSA Ransomware Attack, 2021
Targeting Kaseya's remote management tool, impacting
managed service providers and their clients across Asia.

The ransomware exploited vulnerabilities to encrypt data on
endpoints, affecting thousands of businesses and leading to
substantial financial losses.

Microsoft Exchange Server Data Breach, 2021
Exploits targeting Microsoft Exchange servers affected numerous
organizations in the APAC region, allowing attackers to access
sensitive data and compromise endpoint security.

The incidents resulted in widespread breaches and highlighted the
importance of timely patch management.

Emotet Malware Resurgence, 2022
Most Asia-Pacific, especially Japan, was the epicenter of a spike of
Emotet, a notorious banking Trojan, returning with renewed vigor.

It utilized fileless techniques to evade detection and spread
laterally within networks, compromising numerous endpoints and
leading to extensive data theft.

Protect your vulnerable touchpoints from Cyber Threats

with Our Endpoint Security Solutions



What We Offer

¢ Multi-layered Protection including anti-malware, anti-
ransomware, and web protection

¢ Rootkit Detection to Identifies hidden threats at the system level

¢ Sandboxing

¢ Threat Detection to employs advanced analytics and machine
learning to detect anomalies and indicators of compromise (I0Cs)

¢ Rapid Incident Response

¢ Forensic Capabilities with detailed insights and logs of endpoint
activities for post-incident analysis.

¢ Seamless Integration with Security Ecosystems

¢ Policy Enforcement such as password requirements and access
controls

¢ Authorized App Management and Deployment

¢ Real-Time Device Tracking to locate lost or stolen devices and
manage asset inventories effectively

¢ Remote Lock and Wipe in case of loss or theft of sensitive
information




What We Offer

¢ Asset Management of all networked devices, including hardware
and software details

¢ Automated Patch Deployment across multiple devices

¢ Continuous Vulnerability Assessment, prioritizing patches based
on risk levels.

¢ Flexibility to Schedule Patch Installations during off-peak hours

¢ Rollback Capabilities in case a patch causes issues

¢ Real-Time Monitoring to detect potential security threats or policy
violations as they occur

¢ Detailed Activity Logs to capture user actions across various
platforms and applications

e Screen Recording to review user sessions for compliance, training, or
investigation of security breaches.

¢ Website and Application Usage Tracking

¢ Scheduled Automated Backups at regular intervals

¢ Incremental Backup to optimizes storage

e Data Encryption both in transit and at rest

¢ Flexible Restore Options, including full system restores, file-level
recovery, and bare-metal recovery
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ASSET MANAGEMENT
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IT Asset
Management
Solution

Efficiently manage and monitor your
entire IT ecosystem,

from hardware to software,
physical to digital assets

Contact our Solution specialist today
. . & Contact Sales
for our full ITAM Solution Discovery.


https://logon-int.com/itam/

What We Offer

Our Complete ITAM Portfolio

1 Asset 6 Cloud Asset
Discovery Management
l T (cAam)
Hardware Asset SaaS Management
2 Management 5 (sMm)
l (HAM) T
Software Asset Software License
3 Management 4 Management
L (sAM) j (sLm)

Visibility Security Management
Automated Discovery of IT, ¢ Vulnerability Insights e Remote Control
loT, OT e Patch Deployment » Software Installation
Agentless and Agent-based ¢ Backup e Track Asset Uptime
scanning
Reporting and Dashboards
Visual Network Diagramming

Tracking Governance Integration
Lifecycle Insights ¢ Software License e CMDB Enrichment
Asset Location Management e ServiceDesk
Movement Tracking ¢ Vendor Audits & Reporting Enrichment
Stock Management e Straight-line Depreciation ¢ SIEM
Bar/QR Code Based o Effective License Position
Inventory Generation

Checkout & Returns
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Application Security
Solution

Build Security into Your SDLC

Available as Software-as-a-Service
(saas)-based [ On-premises tools

Contact Sales


https://logon-int.com/ast/
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What We Offer

® Development
« Static Application Security Testing (SAST)

@ Integration

« Software Composition Analysis (SCA)
e CI/CD Pipelines
« Issue Tracking Systems

® PreProduction

« Dynamic Application Security Testing (DAST)
« Mobile Application Security Testing (MAST)

* Interactive Application Security Testing (IAST)
 Penetration Testing (Web, Mobile, API)

@ Production
o DAST/IAST/Web and Mobile Pen Testing

¢ Runtime Application Self-Protection (RASP)
v » Web Exposure Management

<

Proof-Based Scanning shift Left

o

Automate testing Scan and unalyze all third-pCIrty
components—both open-source

and commercial

<

Detect vulnerabilities in Secure internal systems,
proprietary and open-source interfaces, and APIs
code



%1 Data

Data Security
Solution

Protecting sensitive information from
unauthorized access, breaches, and theft

Ensure the confidentiality, integrity, and
availability of data throughout its lifecycle

Contact our Solution specialist today

for our full Data Security Solution Contact Sales

Discovery.



https://logon-int.com/dlp/

% Data

What We Offer

® Dataloss Prevention (DLP)

e Monitor maximum number of communication channels
o Email, Social Forums, Instant Messengers etc.)
o Data Transfer Protocols (FTP, HTTP POST etc.).

e Content Analysis of files and documents

e Digital Fingerprinting to mark sensitive files

@ File Integrity Monitoring (FIM)
e Continuously Tracks Changes to critical files and system
configurations.

® Digital Forensics and Incident Response (DFIR)

e Advanced Malware Detection Tools
o Uncover hidden threats like botnets, trojans, and
anti-forensic tools.
e Automated scanning and forensic reporting
e Comprehensive forensic reporting

@ Data Security Posture Management (DSPM)

e Autonomous Discovery, Classification, and Risk Monitoring

e Advanced Al-driven Analytics

e Seamless integration across cloud and on-premise
environments

@ UserBehaviour Analytics (UBA)
e Deeper layer of Threat Detection by analyzing how users
interact with sensitive data




Cloud Security
Solution

Protect data, applications, and services
hosted in cloud.

Ensure the confidentiality, integrity, and
availability of information stored online.

Contact our Solution specialist today

for our full Data Security Solution

Discovery.



https://logon-int.com/cspm/

® Cloud

What We Offer

Cloud Work Protection Platform (CWPP)
¢ Real-Time Monitoring and Insights into Cloud Workloads
e Automated Threat Detection with machine learning
¢ Data Security and Compliance
¢ Monitor Cloud Configurations

Cloud Security Posture Management (CSPM)
e Monitor, Assess, and Manage laas, Saas, and Paas platforms in on-
premise, hybrid cloud, and multi-cloud environments
¢ |dentify and Remediate Cloud Misconfigurations
e Update Scanning to regulatory compliance mandates—such as
HIPAA, PCI DSS, and GDPR

Cloud-Native Application Protection Platform (CNAPP)

o “Shift left” DevOps Security

¢ Real-Time Runtime Protection against threats and anomailies that
may emerge after deployment.

e Comprehensive Visibility into application components and
dependencies across your cloud-native applications.

¢ Automated Vulnerability Scanning in code and dependencies

e Compliance and Governance with automating audits and reporting

on security controls.
¢ API Security
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SURFACE MANAGEMENT

Solution

Secure Your External Assets in your public
internet-facing assets,
both known and unknown

Contact our Solution specialist today
. Contact Sales
for our full EASM Discovery.


https://logon-int.com/easm/

2. EASM

What We Offer

1. Asset Discovery & Monitoring

Asset Discovery is a core function of EASM.
Our EASM Solutions help organizations to identify, inventory, and
continuously monitor their internet-facing assets.

We ensure you that even unknown, unmanaged, or forgotten assets—often
referred to as "shadow IT"—are identified and brought under security
management.

DISCOVERY

Asset found via pivoting and keyword matching

ATTRIBUTION

Asset determined to belong to your organization

PRIORITIZATION

Level of risk asset poses to organization is determined

REMEDIATION

Action taken to secure asset so it is no longer a threat




2. EASM

What We Offer

2. Digital Risk Protection

Digital risk protection works as a multi-layered approach to protecting an
organization from online threats.
Our reliable DRP solutions include the following 3 components:

Threat Information Engine o——

e Sensitive Data Exposure
Monitoring
e Social Media Monitoring
e Domain Protection Clearnet
e Fraud and Counterfeit
Risks Monitoring

Deep Web Darknet
)\ o
Intelligence Counterintelligence
OPeratlons e Third-Party Risk
* Proactive Infiltration and Monitoring
Monitoring Activities * Brand Protection

e Trademark Monitoring
e Takedown Services



2. EASM

What We Offer

3.Cyber Threatintelligence

Our CTI solutions provide organizations with valuable insights into emerging
threats, enabling them to proactively protect their systems and data.
These approaches include:

»> General Threat Landscape Monitoring
»> Threat Intelligence Analysis
»> Indicator of Compromise (10C) Development

»> Data Theft Detection
Planning
° and Direction

Law 5

Enforcement &S

Planning,

Decision

Making bata

and .

Action Collection
THREAT

INTELLIGENCE

CYCLE

Intelligence Processing
Dissemination

o202
{[]1S4

Analysis and
Production




Incident Management
Solution

Continuous monitoring, detection, and
response to security threats and
incidents within an organization, and
coordinate incident response efforts.

Contact Sales



https://logon-int.com/siem/
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Security Information & Event Management (SIEM)

Centralized Log Management from multiple sources

Real-Time Monitoring and Alerts for suspicious activities

Advanced Threat Detection to utilizes machine learning and analytics
Incident Response Automation

Compliance Reporting with automated reporting and audit trails

Security Orchestration Automation and Response (SOAR)

Security Orchestration with seamless data sharing and
collaboration across platforms.

Automated Workflows such as log analysis and ticket management
Real-Time Threat Response through predefined playbooks
Enhanced Information Sharing with collective threat intelligence
and response strategies

Scalability to growing security demands
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SOFTWARE & SERVICES

Trust LOGON as
Your Cyber Security Partner in Asia

Contact us to discuss your requirements.
We are here to help.

Email Address
Sales Inquiry: sales@logon-int.com
Support Inquiry: support@logon-int.com

Phone Number
APAC: +852 2512 8491
India: +91 70220 22744 [ +91 63668 26133

Website
www.logon-int.com


https://www.logon-int.com/
mailto:sales@logon-int.com
mailto:support@logon-int.com

